[bookmark: _GoBack]The Effects of Malware (恶意软件的影响)
Malware (恶意软件) is a harmful software program that can damage computers and steal information. Every day, about 2500 cyber security (网络安全) attacks happen around the world. More than 90% of malware is sent to people through email (电子邮件). In 2017, a huge cyber attack called WannaCry (想哭) took place. It used a type of malware called ransomware (勒索软件) to take control of computer systems in countries like Britain, Spain, Russia, Ukraine, and Taiwan. Ransomware blocks users and organizations from their files by encrypting (加密) them, meaning no one can read or use the files unless they pay the attackers. The payment had to be made in Bitcoin (比特币), a digital currency. For example, hospitals in Britain had to turn away some patients because they could not access their information. The WannaCry malware was created using code called EternalBlue (永恒之蓝), and other attacks have used this same code since then.
Fill in the Blank (填空题): Fill in the blank with the correct words. (用正确的单词填写空白处。)

Most malware attacks are delivered using _____________ (邮件).
WannaCry is an example of _____________ (勒索软件) that took over computer systems in many countries.
Ransomware blocks users by _____________ (加密) their files so they can’t access them.
The payment demanded by the attackers had to be made in _____________ (比特币).
The code that WannaCry was based on is called _____________ (永恒之蓝).

Word Bank (词汇库): EternalBlue, ransomware, Bitcoin, encrypting, email

Open-Ended Questions (简答题): Answer the following questions in complete sentences. (用完整的句子回答以下问题。)


Why do you think malware attacks can cause so much disruption (破坏) in organizations?



If your computer was infected with ransomware, what would you do? Explain your reasoning.



How can people and organizations protect themselves from malware?




















ANSWER KEY (答案)
Please review the answers for accuracy before using with students.
Fill in the Blank
email
ransomware
encrypting
Bitcoin
EternalBlue

Open-Ended Questions (Example Answers)
Malware attacks can cause a lot of disruption because they can stop organizations from using their computers or accessing important files, making it hard for them to do their work.
If my computer was infected with ransomware, I would tell an adult or a computer expert and not pay the ransom. I would try to restore my files from a backup if possible.
People and organizations can protect themselves by using antivirus software, not opening unknown emails or links, and keeping their software updated.

